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Agreement Overview

In this SLA, “EIS” refers to Cantium Business Solutions Limited, trading as EIS.

This Service Level Agreement (“SLA” or “Agreement”) is made between EIS and its
customers.

This Agreement defines the standards, responsibilities, and commitments for delivering
the specified service. It sets out the requirements necessary to support and maintain
the product or service for the duration of the contract.

This Agreement remains in effect for the contract duration and may be revised by EIS to
maintain compliance with legal and commercial requirements.

It outlines the parameters of all services covered, as understood by all parties, and is
accepted in accordance with EIS General Terms of Sale (available at www.eis.co.uk).

Together with the Order and General Terms of Sale, this document forms a binding
agreement between the parties.

If any inconsistency arises between this Agreement and the General Terms of Sale, the
terms of this Agreement will prevail.

Goals & Objectives

The purpose of this Agreement is to ensure that all elements and commitments are in
place to deliver a consistent level of service, support, and delivery to the Customer by
EIS.

The objectives of this Agreement are to:
o Define the service or product purchased by the Customer.

e Provide clear reference to service ownership, accountability, roles, and
responsibilities.

e Present a clear, concise, and measurable description of the service provided to
the Customer.

Stakeholders

The following parties represent the primary stakeholders for this Agreement:
Service Provider: EIS

Customer: [Insert Customer Name] (“Customer”)

EIS reserves the right to engage third-party providers where appropriate. System
operators employed by EIS may be changed at EIS’s discretion to ensure efficient
service delivery and maintain value for money for customers.
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Periodic Review

This Agreement is valid for the term of the contract as outlined in the Order Form and is
valid until further notice. This Agreement may be reviewed at a minimum once per
financial year; however, in lieu of a review during any period specified, the current
Agreement will remain in effect.

Contents of this Agreement may be amended by EIS as required and communicated to
all affected parties through publishing on our website.

Service Agreement

The following detailed service parameters are the responsibility of the Service Provider
in the ongoing support of this Agreement.

Roles and Responsibilities

The following section outlines the responsibilities for the customer and EIS (“Service
Provider”) to enable the provision of a consistent service.

Customer Responsibilities

Customer responsibilities in support of this Agreement are:

o Use the defined processes for logging incidents and service requests.

e Train users in the proper use of services, applications and devices.

e Respond to requests from EIS, in relation to a current incident or service
request.

e  Comply with security and policy requirements set by EIS or its suppliers.

e Nominate a lead contact with suitable authority to provide liaison between EIS
and the school for matters relating to the service.

e Provide prompt access to the school-based infrastructure for EIS staff or its
subcontractors. This includes an emergency contact for out of hours access.

o Provide EIS or its subcontractors the required accounts and levels of access to
systems and services within the SLA.

o Deploy the security and operational tools required for EIS to offer the service to
the customer.

e Any issues resulting from non-compliance with supported Windows versions, or
versions older than the current release will not be covered under this service
level agreement.
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Protection of Customer Data and Intellectual Property Rights

Cantium is committed to protecting customer data and its own Intellectual Property Rights
(IPR). Therefore, the confidentiality and security of server passwords are of utmost

importance:

. Customers are solely responsible for ensuring that their server passwords
are not shared, distributed, or disclosed to any third party under any
circumstances. This measure is essential to safeguard the security and
integrity of the data stored on the customers' servers and to protect
Canticum’s intellectual property rights.

. Customers are prohibited from permitting third-party access to the server

without the prior written consent of Cantium. Should customers wish to
request third-party access, they are urged to contact their Account
Manager as the first point of contact.

Service Provider Responsibilities

Service Provider responsibilities in support of this Agreement are:

o To provide a customer focused cost effective and high quality of service for the
areas of work defined within this SLA.

o To advise the customer of any circumstances that may adversely affect the level
of the service being provided.

¢ To respond to service interruption and to restore the service, working with 3rd
party suppliers where necessary to enable this to happen.

e To securely store credentials for systems and services and provide access only
to those EIS or Cantium Business Solutions support staff who are working on
your systems.

Service to Be Provided

The following Services are covered by this Agreement;

o Identification and where possible, correction of software and user errors
affecting FMS/FMS6.

. Liaise with ParentPay Group Services Limited (PPGSL) whenever a FMS
| FMS6 Connected technical fix is required to rectify an issue.

o Advice on appropriate user training.

o All other changes will be chargeable.

Services Not Included (out of scope)

For the purposes of clarity, the following services are considered out of scope of this
agreement and are available at additional cost:
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. Application Support beyond FMS/FMS6

. Accounting user support

. Running Statutory processes within FMS/FMS6

. Network or hosted platform support

. Desktop and Infrastructure support

. Hardware and component replacements

. ICT training and user education

. Technical integration

. Installations, equipment moves, additions and changes
. Windows server upgrades and patching

. Response to cyber-attack or security related incident

All services not expressly listed or described as in scope within this Service Level
Agreement are excluded and are not covered under this agreement.

Service Management

The core Service Management service will be provided by EIS’s remote support team,
including 1st line, 2" line and 3 line support.

Service The provision of a Service Desk function providing an interface
Desk between ICT users of the Customer and the ICT department of EIS.

The Service Desk will be available from 08:00 to 17:00, Monday to
Friday excluding bank holidays.

The Service Desk will manage incidents and requests:

An incident is any unplanned interruption to an in-scope service.

A request is classified as any call for information or advice, a standard
change, or access to an in-scope service.

Contact Channels: Telephone, Web Chat, Service Portal. EIS will
manage incidents and service requests in accordance with agreed
priorities and response targets.
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Incident An incident management function will be available to remotely restore
Management | service operations as quickly and efficiently as possible, minimising
disruption to the service.
This includes:
Recording of incidents
Classification and initial support
Investigation and diagnosis
Resolution and recovery
Incident monitoring, tracking, and communication.
P1 IC\)’/IO Business Complete Loss of Service
inutes
An issue that results in
. a degradation/loss of
= 1 Business Hour service affecting over 50%
of users.
. An issue that results in
8 Business .
P3 a degradation/loss of
Hours . .
service affecting one user.
P4 5 Business Days A non-service affecting
issue
Service Requests will be processed by the EIS Service Desk with a fulfilment
Request target of 10 days.
Problem A reactive problem management service will be available to reduce the
Management | likelihood and impact of incidents by addressing underlying causes and
recurring issues.
This includes:
Identification and analysis of trends where multiple tickets relate to the
same issue
Assessment of whether additional customer training is required or if
service levels need to be adjusted to meet demand.
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Application Support

FMS/FMS6 Full support for FMS / FMS6 / Accounts Receivable (excluding
Support accountancy advice)

Support We will ensure you remain fully informed in the following format:

Notification .
e Customer Portal alert and banner for service announcements

e Customer Portal alert for changes and updates

Information Notices provided via the portal knowledgebase

Newsletters

Access by EIS Staff:

EIS will maintain a support user account with administrator access rights to the system
being supported. This ensures quick and efficient diagnosis and resolution of issues for
your school.

Passwords will be stored securely and will only be accessible to authorized EIS staff
working on your systems.

Wherever possible, support will be provided using remote access to minimize disruption
and improve response times.

Service Feedback

EIS endeavours to make its service the best that it can always be. We therefore
encourage and appreciate all feedback you may wish to present us with, both positive
and negative.

Where possible, we would aim to rectify any problems you incur to a level that meets
both our high expectations, although we do recognise that on occasion may not be
possible. Please be assured that your feedback will be taken seriously.

Often, we will be able to resolve problems face to face or by telephone. If you feel that
this is not possible then you can put your feedback in writing.

Please use this link to our Compliments and Complaints Policy which details how to do
this and what you can expect from us.

Additional Services

EIS offer a complete suite of business management tools. These solutions are based
around improving your cost effectiveness and efficiencies within ICT.
For further details on the services we provide, please visit our website:
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General Data Protection Rules

Please refer to Annex A attached for data management rules applicable to this
contractual agreement.

For the purposes of this agreement the following party will be responsible for adherence
to the legislation referred in Annex A:

1. Data Controller: Customer
2. Data Processor: Cantium Business Solutions

3. Sub Processor: ParentPay Group Services Limited (PPGSL)

Schedule of Processing, Personal Data and Data Subjects
(Annex A)

The contact details of the Controller's Data Protection Officer (or representative) are on
the Customer Order Form.

The contact details of the Processor’s Data Protection Officer (or representative) are:

Email: DPO@csltd.org.uk

Post: Data Protection Officer, Cantium Business Solutions, 1 Abbey Wood

Road, Kings Hill, West Malling, England, ME19 4YT

The Processor shall comply with any further written instructions with respect to
processing by the Controller.

Any such further instructions shall be incorporated into this Schedule.

Data Processing Details
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Processing of the Protected Data by the Processor under the Contract shall be for the

subject-matter, duration, nature, and purposes and involve the types of personal data
and categories of Data Subjects set out in this Schedule.

Identity of the Controller and The Parties acknowledge that for the purposes of
Processor the Data Protection Legislation, the Customer is
the Controller and EIS is the Processor as defined
in the Contract

Subject matter of the processing  [The processing is needed in order to ensure that
the Processor can effectively provide the Services
in accordance with the Contract

Duration of the processing Processing will take place during the Term of the
IAgreement including any Extension Period.

Nature a_lnd purposes of the The nature of processing will include all operations
processing required in the delivery of the service such as:

. Create/modify/delete user accounts.

o Create/modify/delete email accounts.

. Create/modify/delete distribution groups.

o User data for support purposes

J Application data

The purpose of the processing is to fulfil the
Processor’s obligations in delivering the Services
in accordance with the Contract.

Type of Personal Data being As required to deliver the service. This may
Processed include:

g Name

g Date of Birth

e Ethnicity

- Gender

b Contact information (phone, email,

address)
o Employment Information
3 Online identifiers (IP address, cookie

identifiers, location)
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- SEN Information

o Behaviour

g Assessment

- Examination results

g Medical conditions

g Survey responses
Categories of Data Subject . Employees of the Controller

. Pupils

. Parents \ Guardians

. Governors

Specific processing instructions for [Sub-processors shall process the provided data
Sub-processor under instruction from EIS. EIS do not authorise
sub-processors to retain, share, store or use
personally identifiable information for any
secondary purpose.

Plan for return and destruction of  |In line with the contract, at the written direction of

the data once the processing is the Controller unless a copy is specifically required
complete to be retained by the Processor for audit or
UNLESS requirement under union compliance purposes in performance of its

or member state law to preserve  [obligations for up to six (6) years, the Processor
that type of data will delete / destroy or return Personal Data (and
any copies of it) to the Controller on termination of
the Contract unless the Processor is required by
Law to retain the Personal Data.

Should a copy of the data be required by the sub-
processor for support purposes, once the reason
for obtaining the data is complete, the data will be
deleted from the server and confirmation of
deletion will be obtained from the sub-processor.

Sub-Processors Authorised

Cantium Business Solutions Ltd trading as EIS, utilise the following Sub-Processor(s):

ParentPay Group Services Limited (PPGSL)

Technical and Organisational Security Measures
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The Supplier shall implement and maintain appropriate technical and organisational
measures to protect Protected Data in compliance with Data Protection Laws. These
measures will:
o Reflect current best practice and consider implementation costs, the
nature and purpose of processing, and associated risks to individuals’ rights
and freedoms
o Address risks such as accidental or unlawful destruction, loss, alteration,
unauthorised disclosure, or access to Protected Data
e Include safeguards as outlined in Articles 32(1)(a) to 32(1)(d) of the
GDPR Policy.
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